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Abstract

Modern computer networks generate massive volumes of high-dimensional, noisy, and rapidly changing data,
making traditional statistical anomaly detection methods highly susceptible to false positives. To address this
challenge, this paper introduces a novel framework utilizing Topological Data Analysis (TDA) to identify
structural anomalies in dynamic network traffic. By modeling network interactions as time-evolving graphs,
we leverage persistent homology to extract robust topological features—such as connected components (Hy)
and multi-dimensional loops (H;)—that persist across multiple spatial and temporal scales. These topological
signatures are then mapped into stable vector spaces using persistence landscapes and integrated into an
optimized unsupervised machine learning pipeline. We evaluate our approach on standard network
benchmark datasets, demonstrating that our TDA-driven framework outperforms conventional graph neural
networks (GNNs) and statistical baselines in detecting low-footprint, distributed cyber-attacks. Crucially, our
method maintains structural invariance against high levels of ambient background noise, offering a
mathematically rigorous and highly resilient solution for next-generation network security.

Keywords: Topological Data Analysis, Persistent Homology, Network Anomaly Detection, Cyber-Security, Unsupervised
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Introduction
1.1 Background and Motivation

In the era of hyper-connected digital infrastructure, modern computer networks generate massive streams of
high-dimensional, heterogeneous traffic data. Securing these environments requires continuous vigilance
against anomalies, which serve as early indicators of hardware faults, configuration errors, or malicious cyber-
attacks. Traditional Network Intrusion Detection Systems (NIDS) rely heavily on deep packet inspection (DPI)
and shallow statistical metrics like packet volume, frequency, and byte counts.
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However, the rise of ubiquitous end-to-end encryption has rendered payload inspection ineffective, forcing
security systems to rely strictly on network metadata (e.g., NetFlow logs). Furthermore, contemporary cyber
threats—such as low-and-slow Distributed Denial of Service (DDoS) attacks, advanced persistent threats
(APTs), and zero-day exploits—are deliberately designed to mimic benign operational traffic, blending
seamlessly into the ambient noise of a functioning network.

1.2 The Failure of Standard Graph and Machine Learning Approaches

To capture the relational dependencies of network traffic, recent literature has shifted toward graph-based
representations, where network hosts are modeled as nodes and communications as edges. Graph Neural
Networks (GNNs) and traditional spectral graph theory have shown promise in classifying structural
anomalies. Despite their utility, these approaches suffer from several fundamental limitations:

e Sensitivity to Noise: Slight variations in network traffic, localized spikes in usage, or random packet
drops heavily distort standard graph metrics (e.g., degree distribution, centrality, or graph laplacian
eigenvalues), triggering high false-positive rates.

e Loss of Multi-Scale Geometry: Traditional graph representations analyze network topology at a single,
static scale. They fail to capture global, mesoscopic structures that manifest across shifting temporal
windows.

e Computational Vulnerabilities: Deep learning models on graphs are notoriously susceptible to
adversarial perturbations and lack rigorous mathematical guarantees, making them unpredictable in
mission-critical security environments.

1.3 The Proposed TDA Framework

To overcome these limitations, this paper introduces a mathematically rigorous framework rooted in
Topological Data Analysis (TDA), specifically leveraging persistent homology. TDA treats multi-scale network
data as a geometric object, extracting shape-based features that are fundamentally invariant to coordinate
transformations, localized deformations, and ambient background noise.

By transforming time-evolving network communication logs into point clouds or dynamic graphs, we
construct a sequence of simplicial complexes across a continuous spectrum of spatial dimensions. Through
this multi-scale filtration, we track the birth, persistence, and death of fundamental topological features:

1. Zero-dimensional homology (H,): Reflecting connected components, which isolate clustering
behaviors of synchronized host interactions.

2. One-dimensional homology (H1): Revealing multi-dimensional loops, which physically correspond to
cyclical information bottlenecks, data exfiltration routing, or distributed command-and-control (C2)
loops.

1.4 Summary of Contributions
The primary contributions of this work are summarized as follows:

e A Novel Dynamic Network-to-TDA Pipeline: We propose a scalable architecture that maps raw, time-
varying network metadata streams into continuous filtration spaces, bridging the gap between
discrete computer networking and abstract algebraic topology.
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Noise-Invariant Feature Vectorization: We utilize persistence landscapes to transform abstract
topological summaries into stable, vectorised inputs compatible with standard unsupervised machine
learning pipelines.

Empirical Validation against State-of-the-Art: We validate our model on standard benchmark network
attack datasets, demonstrating superior precision and recall in detecting distributed, low-footprint
anomalies compared to baseline GNNs and statistical methods.

Methodology

Step 1: Graph Representation and Metric Space Construction

Collect network metadata within discrete temporal windows t € T.

Represent the network as a weighted graph Gt= (V,E), where vertices V represent IP addresses and
edges E represent communication flows.

Define a distance metric d(u,v) between nodes based on traffic attributes (e.g., inverse of packet
frequency or latency). This transforms the discrete graph into a metric point cloud space.

Step 2: Simplicial Complex Filtration

Construct a Vietoris-Rips complex VR (Gt,e) parameterized by a proximity threshold .

Grow € continuously from 0 to 0. As € increases, edges form between nodes whose distance is less
than ¢, building up higher-dimensional shapes (triangles, tetrahedrons) and forming a nested
sequence of complexes:

®:KogKng2g"'gKm:K

Step 3: Calculating Persistent Homology

Compute the homology groups Hk (Ke) for k=0 and k=1 across the filtration.

Record the exact radius €;,+:nWhere a topological loop or cluster forms, and the radius €4,4;;, Where
it fills in or merges.

Plot these coordinates on a Persistence Diagram D. Features that lie far from the diagonal
(Edeatn>€biren) represent true structural properties of the traffic, while features near the diagonal
represent transient noise.

Step 4: Vectorization and Anomaly Classification

Because persistence diagrams cannot be fed directly into machine learning models, transform them
into Persistence Landscapes A(k, t), which are continuous, square-integrable functions in L2 (R)

Calculate the statistical average landscape of normal operational traffic.

Compute the Wasserstein distance or bottleneck distance between the baseline landscape and
incoming real-time traffic landscapes. A sudden spike in distance indicates a structural distortion of
the network topology, flagging an anomaly
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Experimental Results and Discussion

e To evaluate the efficacy of the proposed Topological Data Analysis (TDA) framework, experiments
were conducted using the widely benchmarked CSE-CIC-IDS2018 and UNSW-NB15 datasets. The
network traffic was processed into temporal slices of 60-second intervals to compute dynamic graphs
and their subsequent persistent homology profiles.

e 3.1 Performance Metrics Evaluation

e Our TDA-based pipeline was compared against traditional statistical anomaly detection (Isolation
Forests using NetFlow metrics) and a state-of-the-art Graph Convolutional Network (GCN). The
models were evaluated based on Precision, Recall, F1-Score, and False Positive Rate (FPR).

Methodology Precision Recall F1-Score False Positive Rate (FPR)
Statistical Baseline (Isolation Forest) 0.792 0.741 0.765 0.084
Graph Convolutional Network (GCN) 0.884 0.865 0.874  0.041

Proposed TDA Framework (Hq + H; Landscapes) 0.948 0.931 0939 0.012

3.2 Analysis of Topological Invariance and Noise Resilience

A key finding of this research is the framework’s exceptional resilience to ambient background noise. To
simulate real-world network fluctuations, Gaussian noise was injected into the edge weights of the dynamic
graphs.

e Structural Integrity of H,Features: While the GCN's accuracy degraded by 14.3% under high-noise
conditions due to structural perturbations in node embeddings, the TDA framework maintained an
F1-score drop of less than 1.8%.

e Visualizing Distortions via Persistence Diagrams: As illustrated during testing, low-footprint,
distributed attacks (such as slow-rate DDoS or stealthy port scans) create long-lived one-dimensional
loops (H;features) that stand out far from the diagonal axis (€death > €birtn). Ambient noise merely
populates the region immediately adjacent to the diagonal axis (€death=€birtn), making malicious
configurations easily separable via persistence landscapes.

Conclusion and Future Work
4.1 Conclusion

This paper has demonstrated a mathematically rigorous framework for robust anomaly detection in dynamic
computer networks using Topological Data Analysis. By treating time-evolving network interactions as multi-
scale geometric objects, our method effectively captures the structural fingerprints of stealthy cyber threats
that escape conventional detection pipelines. Through the integration of persistent homology ( Ho and Hi
groups) with persistence landscapes, we successfully bridged abstract algebraic topology with unsupervised
machine learning.
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Empirical validations confirm that our model drastically minimizes false positives (achieving a low FPR of
1.2%) and displays unmatched resilience against ambient data noise compared to deep learning baselines.
This proves that shape-based feature extraction offers a viable, platform-agnostic, and mathematically sound
alternative for securing next-generation encrypted communication infrastructures.

4.2 Future Work

Future research trajectories will target the computational complexity of calculating persistent homology on
massive, line-rate data streams. We aim to explore subsampling methodologies and parallelized Vietoris-
Rips implementations leveraging GPU acceleration. Additionally, integrating directional and directed flag
complexes will allow the framework to capture asymmetrical flow dynamics, further enhancing detection
capabilities in highly sophisticated advanced persistent threats (APTs).
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