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Abstract

Cloud-based infrastructure and serverless architecture are central to the fast-paced digital economy,
enhancing national competitiveness, innovation, and security levels. Real-time data analysis is becoming more
important with fast technological advances in the digital economy, making it of strategic importance today. As
the United States attempts to balance its history as a pioneer in cloud computing with leading next generation
serverless technologies fueling intelligent, scalable, and resilient data ecosystems, it becomes the most critical
add in this context. Real-time analytics will define decision-making above defense, finance, healthcare,
transport and emergency services, making its efficient and secure deployment a matter of national priority.
This article attempts to define how the U.S. might consolidate and broaden its leadership in cloud
infrastructures and serverless computing concerning the real-time data analytics paradigm. This appraisal
would look at how U.S. cloud technologies have improved over time, important technologies that support this,
the necessary policies, challenges to overcome, and practical recommendations or ideas to strengthen
leadership against future global competition and new cybersecurity threats. This article discusses the
intersecting challenges of national interest and technology advancement, invoking strong public-private
partnerships, regulatory foresight and investment in talent and infrastructure to safeguard America's strategic
advantage in this new, digital age.

Keywords: Cloud computing, serverless architecture, real-time data analytics, U.S. technology leadership, national
security, Zero Trust, edge computing, cloud policy, infrastructure strategy.

1.0. Introduction

There was a global shift towards data-driven economies, which has caused a change in the way nations
govern, innovate and protect their digital spaces, with the convergence of these drivers being the explosive
growth of cloud computing as a foundational technology for the economy to store, process, and distribute data
at scale (Mell & Grance, 2011). Recent emerging fast-paced real-time data analytics, which enable
organizations to process and respond to streamed data instantly, have raised the ante for building
infrastructures that are robust, scalable, agile, and ultimately secure (Hashem et al., 2015). In this context,
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serverless architecture announces a transformative evolution in cloud computing because it allows developers
to run code in response to events without managing the underlying servers, leading to faster development
cycles, reduced costs, and better scalability (Baldini et al., 2017).

Historically considered a leader in the field of cloud innovation, the United States is home to leading
cloud providers like Amazon Web Services, Microsoft Azure, and Google Cloud, and various strategic
frameworks have been developed, such as FedRAMP, around security compliance and operability and trust in
NIST cloud computing standards (NIST, 2020). The global competitors, especially China and the European
Union, are, however, ambitiously investing in sovereign clouds and edges, narrowing the technological and
geopolitical gap (Liu, 2023). At the same time, the landscape of the digital battlefield where U.S. cloud leaders
compete is changed by the complex emerging threats of cyberspace, vulnerabilities within supply chains, and
data governance disputes (CISA, 2023).

As the need for live intelligence grows across all sectors, the department's servers, covering public
health, critical infrastructure, finance, real-time analytics, and numerous deployment and scaling possibilities
currently hold strategic importance. Real-time actionable insights, within milliseconds inducing decision-
making at the national level, have become a possibility, courtesy of these platforms: Apache Kafka, AWS Kinesis,
Google Big-Query, and Snowflake (Gartner, 2024). The agility of cloud-native and serverless models also
augments U.S. resilience against crises through quick response coupled with scalability against natural
disasters, cyber incidents, or geopolitical conflict. But to put this strategic advantage into full effect, it is vital
that the new challenges are eliminated, such as data ownership conflicts, vendor lock-in risks, regulatory
inconsistency, workforce skill gaps, and escalating cybersecurity threats.

This paper charts out a strategic course for reinforcing U.S. leadership in cloud-based infrastructure
as well as serverless technologies meant for real-time data analytics. It traces the evolution of cloud computing
in the U.S., explores the rise of serverless architecture, assesses the importance of real-time analytics and
analyzes the implications of this frontier technology on national security as well as global policy. The article
concludes with policy recommendations and strategic investments essential for maintaining U.S. dominance
in this pivotal domain.

2.0 Evolution of Cloud-Based Infrastructure in the U.S.

The United States has had a strong foundational role in forming the modern face of cloud computing.
By the beginning of the 2000s, American tech giants were already redefining data infrastructure through
virtualization, distributed computing and elastic resource provisioning principles that would come to form the
backbone of cloud architecture. The introduction of Amazon Web Services (AWS) in 2006 would become a
watershed event, establishing a model for commercial infrastructure as a service (laaS) and catalyzing the
adoption of cloud-first approaches in both the private and public sectors (Barr, 2006).

The strategic recognition it received from the federal government propelled its trajectory in the U.S.
With the introduction in 2010 of the Federal Cloud Computing Strategy, or "Cloud First" policy, the federal
government would seek efficiencies, innovations, and shared services for all agencies (Federal CIO, 2011).
Cloud-based solutions are made a default consideration before all new IT investments for federal agencies,
thereby institutionalizing cloud adoption as a mainstream pillar of federal modernization efforts. The Federal
Risk and Authorization Management Program (FedRAMP) was thus created to establish a unified security
framework for evaluating cloud service providers dealing with government systems (FedRAMP, 2023).

In addition, it provided indications as well as foundational definitions and reference architectures that
have informed the U.S. domestic and international interoperability standards. NIST SP 500-292 for NIST Cloud
Computing Reference Architecture is one of the many standards developed by NIST that are applicable to both
the private and public sectors (NIST SP 800-145) (Mell & Grance, 2011; Liu et al,, 2011) provides the NIST
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definition of cloud computing, which is the most widely accepted meaning of cloud computing (NIST SP 800-
145 )(Mell & Grance, 2011; Liu et al, 2011). Furthermore, The U.S. hyper-scalers also cemented the
technological footprint of the nation, such as Microsoft Azure, Google Cloud Platform (GCP), IBM Cloud and
Oracle Cloud Infrastructure. These ensure domination in the global cloud services market, with hybrid cloud
platforms as part of their worldwide investments in data centers and Al services. U.S. cloud providers owned
over 65% of the global cloud infrastructure market (Synergy Research Group,2023). This source attributes this
market ownership to innovations such as Kubernetes orchestration, serverless computing and cloud-native
security.

Advances made by the commercial sector have also facilitated the establishment of strategic defense
infrastructures. For instance, a $10 billion "Project Nimbus" contract between Amazon and the U.S. Department
of Defense, as well as the Joint Warfighting Cloud Capability (JWCC) contract to be awarded to AWS, Microsoft,
Oracle and Google, showcase the intersection between national security goals and cloud innovation (U.S. DoD,
2022).

These programs further reinforce the federal transformation toward secure multi-cloud
environments, designed for agile, resilient, and mission-critical outcomes. Also, public-private partnerships
played a significant role in nurturing cloud technology. The Defense Innovation Units and General Services
Administration, among others, created innovation ecosystems weaving together cloud services in Al
cybersecurity, and big-data analytics, intending to ensure that the federal government does not merely
consume cloud services but also codesign secure, sovereign digital infrastructure. The U.S. has led the way in
global innovations in cloud computing; nevertheless, to maintain this leadership, constant modernization and
adaptation of regulations and workforce development are needed. The country is now shifting from edge
computing to zero-trust architectures and Al-integrated cloud platforms as the next steps in its progress, which
requires new investments in building strong and secure cloud infrastructure.

3.0. Emergence and Significance of Serverless Architectures

With serverless architecture, the deployment of applications has more potently altered the cloud
computing landscape. Instead of provisioning, configuring, and managing virtual servers or containers as in
the past, the user deploys code as separate functions that are invoked on demand. The concept of infrastructure
management has become obsolete. It auto-scales workloads, charging users only for computer time, thereby
bringing a new paradigm of cost, efficiency, and innovation in cloud-native application development (Baldini
etal, 2017).

Tracing back, serverless architecture finds its roots in the official launch of Amazon AWS Lambda in
2014, which took the honor of being the first FaaS offering, allowing developers to execute backend functions
triggered by events such as file uploads, API calls, or database triggers with no infrastructure provisioning
(AWS, 2014). Since then, other major vendors joined the serverless landscape, including Microsoft Azure
Functions, Google Cloud Functions, and IBM Cloud Functions, with premium features like event streaming,
real-time analytics and Al inference at scale.

3.1. Benefits and Strategic Impact
The strategic importance is essentially separating development from infrastructure operations,
thereby allowing for faster innovations and quicker delivery. With the inaccessibility of server management

chores, teams will now be free to work on the logical parts of the business and deploy microservices-based
applications that are scalable, portable and maintainable (McGrath & Brenner, 2017). Real-time analytics use
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cases have added importance here since they have event-driven architecture and latency-sensitive operations.
Some national and organizational benefits accrue to serverless computing:

e Scalability and Resilience: The serverless platforms automatically scale as the demand arises,
bearing mission-critical workloads without pre-provisioned capacity, useful especially in disaster
response and dynamic intelligence gathering (Keller & Tich, 2019).

e Cost Efficiency: Agencies and enterprises will lower the operational overhead and eliminate idle
infrastructure costs on a pay-per-use basis (Gannon et al., 2017).

e Agility and Innovation: Fast iterations propelled by serverless workflows and continuous delivery

pipelines speed up service delivery, from mobile apps to predictive analytics engines (Villamizar et
al, 2017).

Increasingly relevant to workloads associated with Artificial intelligence (Al) and edge computing,
serverless architectures shine in situations where real-time responsiveness and localized decision-making
matter. For example, both AWS Greengrass and Azure IoT Edge allow serverless functions to operate at the
edge, interfacing with sensors, cameras, and real-time streams to process data without sending it to the cloud,
minimizing latency and bandwidth cost in the process (Satyanarayana, 2017).

3.2. Security and Operational Considerations

Serverless architecture is a boon that yet comes with its own peculiarity regarding security and
observability. Traditional security measures and monitoring methods are not terribly effective since execution
environments are ephemeral and abstracted from developers. This means that issues like event injections,
unsafe third-party libraries, and weak authentication need to be handled using Zero Trust principles and
detailed access controls (OWASP, 2023). Distributed and event-driven dependencies pose operational
complexities where debugging and tracing across the microservices would hardly be possible without a unified
observability platform. Therefore, tools like AWS X-Ray, Google Cloud Trace, and open-source alternatives such
as Open Telemetry become highly relevant for addressing this problem.

3.3. A Strategic Shift for the U.S.

Maintaining its competitive advantage in cloud technology will depend on the U.S.'s continued
leadership in serverless technology. Applications like autonomous surveillance and cyberthreat detection in
government and defense can greatly benefit from the flexible and fast processing abilities of serverless models
(DARPA, 2022). Furtherance, workforce training in cloud-native and serverless design principles will be critical
to ensure that the nation remains ready to fully harness emerging technologies such as edge Artificial
Intelligence (Al), 5G-enabled analytics, and autonomous cyber-defense systems.

4.0. Real-Time Data Analytics: A Strategic Asset

Today, within a digital economy, real-time data analytics have emerged as a strategic resource for
national decision-making, commercial innovation, and public safety. In contrast to traditional processing
systems, wherein data is collected, stored, and only then processed in batch mode, organizations using real-
time analytics can ingest and respond to data streams within milliseconds. Additionally, being able to derive
the insights almost instantly is paramount for several mission-critical sectors, including national defense,
emergency response and health facilities, cybersecurity, and financial markets (Jagadish et al., 2014).
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4.1. Drivers of Real-Time Analytics
There have been many technological advancements in real-time analytics that can be listed as follows:

1. Stream Processing Framework: Apache Kafka, Apache Flink, and Spark Streaming have enabled the
distributed fault-tolerant processing of high-velocity data streams (Kreps, 2014).

2. A Cloud-Native Infrastructure: AWS Kinesis, Azure Stream Analytics, and Google Cloud Dataflow: cloud
platforms capable of creating an elastic serverless environment designed for streaming data pipelines.

3. Edge Computing: Pushing real-time analytics even further towards the edge of the network, with devices
making autonomous, local decisions without cloud latency (Shi et al., 2016).

4. Al Integration: Embedded machine learning models within the analytics engines can now do predictive
decision-making in real time, improving outcomes in sectors such as fraud detection, logistics, and defense
intelligence (Gartner, 2024). Together, these technologies allow governments and organizations to move from
taking reactive decisions to proactive ones, capturing insights not from historical records but from live data
streams.

4.2. Applications Across Critical Sectors

1. National Defense and Security: Real-time analytics gives enhanced situational awareness and threat
detection across defense systems. For instance, sensor data coming from drones, through satellites down to
radar, may aid in instant identification of hostile activity to detect cyber intrusions or to augment battlefield
intelligence (DARPA, 2022). Programs such as JADC2 (Joint All-Domain Command and Control) depend on
real-time data fusion to coordinate responses between branches of the military (DoD, 2023).

2. Public Health and Emergency Response: During the COVID-19 pandemic, governments used real-time
dashboards that tract infection rates, hospital capacity, and vaccination distribution to enable data-based
actions for containment (CDC, 2021). The situation of disaster management real-time analytics estimates flood
levels, wildfire spread, and traffic flow for coordination of emergency services.

3. Financial Services: Real-time capability fraud detection generally relies on Al systems to detect anomalies,
monitor transaction streams, and thwart potentially malicious activity before it is completed. High-frequency
trading and risk management systems could also make better use of a few milliseconds (Chen et al., 2012).

4. Smart Infrastructure and transportation: Real-time analytics provides intelligent traffic management,
energy optimization, and predictive maintenance of public infrastructure planning in cities. The IoT sensor
data enables immediate action in case of system failures, improving the reliability of service and safety for the
citizens (Manyika et al,, 2015).

4.3. Strategic Importance for U.S. Leadership

In the United States, real-time data analytics, besides being an operational convenience, serve as
strategic enablers of national competitiveness and national sovereignty. The capacity to process data faster
than adversaries, respond within seconds to a cyberattack, and deliver services to citizens in real time builds
an overwhelming advantage in the civilian and military context. U.S. federal government initiatives such as the
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Federal Data Strategy consider these aspects in promoting the government's use of real-time, high-quality data
for evidence-based decision-making (OMB, 2020). Real-time analytics have been stressed by the National
Security Commission on Artificial Intelligence (NSCAI) to be a cardinal requirement for military superiority
and national resilience (NSCAI, 2021).

Nevertheless, the leverage of real-time analytics must rely on secure, scalable cloud infrastructure
with low-latency network connectivity, along with advanced machine-learning models. Serverless computing
enhances these capabilities even more as it aims to reduce the complexity of deploying and scaling real-time
pipelines while zero trust frameworks secure them. Nationally, real-time data analytics have become a
cornerstone of power and public sector transformation. Their integration with serverless architecture and
cloud-native infrastructure constitutes the triad of strategic technologies that the U.S. must keep innovating.
Investments in real-time analytics not only strengthen the digital economy of the U.S. but also enhance its
preparedness for emerging threats and global disruptions.

4.4. Healthcare and real-time analytics

[t is not an extravagance; real-time data analytics is a necessity among hospitals, energy, logistics, and
emergency response systems. By collecting, processing, and acting upon data in milliseconds, we can make
informed decisions that save lives and resources.

As highlighted in healthcare settings:

“Cloud computing provides the flexible support that today's healthcare services need, including
telehealth, health information exchanges, mobile health apps and real-time analytics services that require
constant availability...” (Olorunlana, 2024). This demonstrates how real-time analytics depends fundamentally
on high-performing cloud infrastructure and affirms the national imperative to invest in low-latency, scalable
systems.

5. Cloud-Based Infrastructure and National Security Implications

Nationwide clouds now provide one of the highways of transformation in defense, intelligence and
homeland security. They redefine much of how the United States gets value from rapid scaling, expanded
collaboration and world-leading analytic and Al applications in the defense of its digital and physical domains.
However, this change would be ushering in new risks that require rethinking the nexus between cloud
technologies and national security priorities.

5.1. Cloud as a Strategic Enabler of Defense Capabilities

Modern military operations, cyber defense, and intelligence gathering rely increasingly on cloud-
native capabilities; the cloud serves as the means to attain real-time intelligence for military and defense
operations. The modern defense encompasses the capacity to plug multiple data sources into military
functions on areal-time basis and at a large scale, thereby facilitating a real-time decision-making culture (DoD,
2020). The United States Defense has fully adopted this concept with programs like JWCC and its predecessors
by stirring around more subcontractors from all the service branches and classification levels in a single-tier
cloud environment through which they could have united global data dominance (quoting the U.S. DoD, 2022).
Meanwhile, the CIA and NSA have come to work toe-to-toe with cloud vendors such as AWS and Microsoft
Azure, each featuring high-security environments (such as AWS Secret Region and Azure Government Top
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Secret Cloud) with a huge degree of comfort in managing security policies at ease, analytics for predictive
security, and federated data storage integrated with Al (Williman, 2021).

5.2. Risks and Vulnerabilities in Cloud Dependency

While cloud computing is broadening national capabilities, there are critical security, sovereignty, and
reliability concerns:

e Foreign Access and Espionage: Most cloud service providers are global companies. Without strict
supply chain and data sovereignty controls, one risks foreign surveillance or interference in the
United States critical infrastructure (Herr & Rosenzweig, 2019).

e Cyber-invasion and disruptions by clouds: Any successful breach in keeping sensitive government
endeavors, moving stock, or emergency communication centralized within a cloud provider can
impact its activities. The 2020 SolarWinds breach demonstrated how an attacker can exploit trusted
cloud-based services for espionage (CISA, 2021).

e National jurisdiction and data residency: U.S. authorities must now negotiate complicated legal
ramifications concerning where data are kept, to whom they belong, and how they are protected
jurisdiction to jurisdiction. This situation has implications for regulations such as FISMA, FedRAMP,
and the CLOUD Act (Reinsel et al,, 2018).

e Over-Reliance on Commercial Providers: Concentration of cloud services in a small number of
hyper-scalers (e.g., AWS, Microsoft, Google) raises concerns about monopolistic control, lock-in, and
resilience in case of geopolitical disruptions or supply chain failures (GAO, 2020).

5.3. Mitigation Strategies and Policy Responses
The exemplary U.S. government's multipronged engagement to curb these risks includes:

e Zero Trust Architecture (ZTA): As decreed by Executive Order 14028, federal entities adopting ZTA must
ensure that access to the resources housed in the cloud is continuously verified and segmented so that any
intrusion can be tracked (White House, 2021). To secure digital sovereignty and critical national
infrastructure, the U.S. must model its cloud ecosystem on scalable, policy-driven models for protection.

By creating federated cloud environments based on Zero Trust principles, shutting down one separate
environment in a network of independent cloud environments enables secure login along with strong data
management and quick response to threats. These attributes are particularly important when dealing with
autonomous orchestration frameworks, which require constant assurance of trust boundaries and the
integrity of systems. As Olorunlana (2024) asserts, “The convergence of Zero Trust principles with intelligent,
federated, and autonomous orchestration systems will empower minimal human intervention to manage vast
CI ecosystems, increasing security and operational efficiency.” (Olorunlana, 2024). This approach reinforces
security in dynamic, multi-cloud environments supporting national infrastructure.

e FedRAMP and CMMC Compliance: Such effective adoption is only possible when rigorous
assessment follows a cloud provider to operate in the federal networks (GSA, 2023).

e Cloud Sovereignty and Hybrid Cloud Models: National agencies are extensively investing in
hybrid cloud and on-premises extension of public cloud environments to ensure they control
mission-critical workloads and sensitive data, including "sovereign clouds" built specifically for U.S.
regulatory and operational requirements (IDC, 2023).
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e Cybersecurity Joint Efforts and Wargames: These partnerships between different agencies and
organizations like CISA, NSA, and private cloud providers involve regular practice drills for cyber
readiness, sharing information about threats, and creating response plans to enhance cloud security.

5.4. Strategic Implications

Cloud infrastructure has become synonymous with national resilience and technological sovereignty
in the US. It powers everything from defense logistics and space operations to energy infrastructure and
emergency management. The country is not only leveraging these capabilities for speed and agility, but it also
needs to control and defend them against threats at the systemwide level. The shift is from cloud adaptation at
the enterprise level to responsible cloud governance: protecting data flows and developing a cloud-native
cyber doctrine aligned to defense objectives. In the future, conflicts won't only choose a victorious champion
from among land, sea, or air, however, they also be wagged in the cloud, where data, speed and intelligent
information all converge.

6.0. Technological Leadership and Global Competitiveness

In today's data-centric world, the capabilities of cloud infrastructure and serverless architectures lead
to operational efficiencies, while geopolitical and economic power firmly anchor leadership. The United States
has spearheaded innovation in digital technologies, but with the race to dominate cloud computing, artificial
intelligence, and real-time data analytics among numerous countries, it has become imperative to retain that
leadership. At the intersection of these technologies in global competition, the need for innovation policy,
infrastructure investments, and regulatory foresight emerges.

6.1. Cloud Technology as a Driver of Economic Competitiveness

Cloud computing is at the heart of the modern digital economy, helping startups, governments, and
multinational corporations alike in scaling their operations, deploying their services across geographies, and
innovating quickly. According to McKinsey (2022), cloud adoption could unlock over $3 trillion in global
economic value by 2030, with a substantial share accruing to the U.S. U.S. leadership has these three major
advantages:

e The-radar Tech Giants: U.S. companies are quite literally ubiquitous in the global cloud world,
where Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP) together
account for well over 65% of market share (Statista, 2024).

e Innovation Ecosystem: The U.S. has a dynamic technology ecosystem that includes universities,
research labs, venture capital, and startup incubators to sustain continuous innovation in serverless
computing, distributed systems, and machine learning (NSF, 2023).

e Workforce Capability: U.S. cloud providers maintain their competitive advantage on account of a
strong and skilled workforce in data engineering, Al, cybersecurity, and DevOps (BLS, 2023).

With these factors, the U.S. not only gets an economic advantage but also gets strategic influence for
the global establishment of standards and protocols for cloud and data governance.
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6.2. The Rise of Global Cloud Competition

There is an increasing perception among Americans that global technological competition is
intensifying. A significant portion of international investment is now being directed toward the development
of sovereign cloud infrastructures. Nations such as China, Russia, and members of the European Union are
prioritizing these efforts to reduce reliance on U.S.-based technology firms and assert greater control over their
national data ecosystems (Gao, 2021). Meanwhile, rapidly developing state-sponsored giants from China, such
as Alibaba Cloud and Huawei Cloud, are quickly expanding their cloud services and political influence across
Asia, Africa, and Latin America through the Digital Silk Road (Kharpal, 2020).

In the meantime, the European GAIA-X initiative promotes a federated data infrastructure that would
embody European values: governance, privacy, transparency, and interoperability. This fits into a broader trend
whereby countries are trying to take back control over data and carve out regional alternatives to the U.S.
hyper-scalers (European Commission, 2021). Without a sustained lead in technological innovation, the U.S.
risks losing not only economic influence but also control over global digital norms to dissidents whose very
governance disregards democratic principles.

6.3. Serverless Architecture and Competitive Agility

Truly serverless computers have revolutionized an era of cost efficiencies and operational agility. It
takes away all concerns about infrastructure management, and people who write code can focus exclusively on
developing business logic, thus shortening the development cycle and reducing time to market. When
American firms start investing in serverless platforms and tools, they will have the ability to: Scale Al-infused
analytics to every corner of the globe with little incremental expense, Enable the ongoing success of innovation
cycles through the development of event-driven architecture, and Cost-effective scaling, something important
for both startups and big businesses, can now be afforded. Amazon's Lambda, Google Cloud Functions, and
Azure Functions are considered the most serverless platforms in the market, which directly increase the entry
barrier for any digital product newly developed. With this kind of acceptance in the U.S,, there are competitive
agility advantages for American companies against most sectors, such as fintech, e-commerce, and digital
health (Gartner, 2024).

6.4. Strategic Policy and Investment Initiatives

For an effective leadership sustainability exercise, the U.S. government and private sector tie several
fronts together, including:

e The CHIPS and Science Act (2022): Invest $280 billion to support domestic semiconductor
manufacturing, Al research, and innovations in cloud infrastructure (White House, 2022). The NAIRR
seeks to democratize access to computing resources and data for Al research using cloud-based
analytics and serverless R&D (OSTP, 2023). Government agencies such as NIST, NSF, and DHS will
work in tandem with technology industries to define standards that are secure and scalable, enabling
interoperability between cloud and analytics platforms to promote trust and competitiveness.

Technological leadership in cloud-based infrastructure and serverless architecture lies at the core of

global power dynamics in the 21st century. The U.S. has overtaken leadership but must fight back by proactive
defense with strategic investments and regulatory foresight as well as international partnerships. Leading in
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real-time data analytics, cloud security, and serverless innovation means not only securing the U.S. digital
economy but also shaping the rules behind the global digital order.

7. 0. Federal Policies and Regulatory Frameworks Supporting Cloud Innovation

It is important for the U.S. Federal Government to build pathways into cloud infrastructure, serverless
computing, and real-time data analytics. Modern rules and oversight are necessary for ongoing innovation;
federally supported systems must make sure that their support for cloud services not only boosts the American
economy but also covers technology leadership, national security, privacy and ethics.

7.1. Key Federal Policies Driving Cloud Innovation
7.1.1. Executive Order 14028—Improving Cybersecurity for the Nation:

Executive Order 14028 requires that federal information systems be completely changed to focus
mainly on Zero Trust Architecture (ZTA), moving to secure cloud services, standardizing identity management,
and ongoing threat monitoring (White House, 2021). Pursuant to this order, federal agencies are hastening
their move to secure cloud platforms, with enhanced data-sharing capabilities using standardized APIs and
federated identity frameworks. The order is also setting the stage for widespread mandatory adoption of
enhanced security features such as endpoint detection and response (EDR) in addition to furthering
collaboration between federal agencies and commercial cloud service providers.

These executive directives are key in standardizing secure cloud adoption and operationalizing trust
in critical infrastructures. As Olorunlana (2024) opined, "The U.S. federal government must continue to set an
example by pursuing Zero Trust and automation frameworks... Agencies such as CISA, NIST, and the Federal
Energy Regulatory Commission (FERC) should help in developing Zero Trust blueprints." (Olorunlana,2024).
Federal leadership in Zero Trust governance would not only safeguard the workings of the public sector but
also create an exemplary in national cybersecurity standards that would lead to widespread acceptance in the
private sector, thereby strengthening national resilience.

7.2.Federal Cloud Computing Strategy (“Cloud Smart”)

The Cloud Smart strategy was launched by the Office of Management and Budget (OMB) to promote
flexible, secure, and cost-effective cloud solutions for federal agencies. Further, it emphasizes shared
responsibility between the agency and the vendors, and it provides general guidance for governance,
procurement, and workforce development (OMB, 2019). Unlike the previous Cloud First, it allows hybrid and
multi-cloud solutions for greater agility and risk mitigation. Agencies can thus choose cloud models that fit
their mission needs, ranging from serverless computing up to edge-cloud integration.

7.3. FedRAMP (Federal Risk and Authorization Management Program)

FedRAMP standardizes security assessment, authorization, and continuous monitoring process for
cloud services for federal agencies. In other words, it makes sure that cloud service providers (CSPs) maintain
serious security controls as per NIST SP 800-53 standards (GSA, 2023). The impacts of FedRAMP are the
following:

e FedRAMP accelerates cloud adoption by providing binding compliance assurances.
e The FedRAMP Tailored pathway encourages innovation from smaller CSPs.
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e [talso promotes transparency through its public repository of authorized services.
7.4. Regulatory and Legislative Support Mechanisms

7.4.1. The CHIPS and Science Act (2022): This act is an investment of $280 billion into U.S. science and
technology, mainly directed toward semiconductor manufacturing, cloud infrastructure, and Al innovation. It
supports cloud-native innovation through a strong hardware base to process real-time analytics workloads
(White House, 2022).

7.4. 2. NIST Frameworks and Guidelines: The National Institute of Standards and Technology (NIST)
provides very critical guidance for cybersecurity, data integrity, and digital identity. Among the frameworks
that help federal agencies and private sector stakeholders in securing their cloud solutions are the
Cybersecurity Framework, Privacy Framework, and Zero Trust Architecture model (NIST, 2020).

7.4. 3. Cybersecurity Maturity Model Certification (CMMC): CMMC, administered by the Department of
Defense, ensures that contractors dealing with federal data, especially regarding defense-related cloud
systems, have put in place necessary cybersecurity measures. The Department of Defense aligns CMMC with
Zero Trust and FedRAMP principles to protect Controlled Unclassified Information (CUI) across distributed
systems (DoD, 2022).

7.5. Incentivizing Private Sector Participation
Federal cloud strategies have produced major public-private partnerships through programs such as:

e SBIR/STTR grants have been utilized to provide funding for cloud and Al startups.
o DARPA initiatives support advanced analytics and serverless research.
e The GSA Cloud Marketplace facilitates the minimum procurement of innovative cloud services.

These programs give major infrastructure sectors such as health, energy, and transportation the
opportunity to pilot new technologies like serverless Al inference and streaming analytics.

7.6. Regulatory Challenges and the Path Forward

States and agencies fragment the path of progress in cloud security regulations, which can stifle
innovation. Old laws on Al and automated analytics create unclear liability and privacy issues, while vendors
lock-in and proprietary standards hinder interoperability. To address the challenges above, experts
recommend that a federal Cloud Innovation and Data Sovereignty Act be enacted to unify governance
standards; interoperability mandates be expanded under FedRAMP and Cloud Smart; and enhanced cross-
border regulatory cooperation be instituted, especially with allies in NATO and the EU. Federal policies and
regulatory frameworks are now engines of cloud innovation in the United States, providing for secure adoption
and global leadership. As these rules develop and adapt to real-time data analysis and serverless systems, they
should be shaped by a flexible, inclusive, and non-linear way of handling technological changes. Matching
regulation with innovation allows the U.S. to fortify its digital infrastructure, economic competitiveness, and
national resilience.
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8.0. Public-Private Collaboration and Innovation Ecosystems

A strong reliance on public-private partnerships and the innovation ecosystem within the developed
environment of the United States has helped the country gain a foothold in cloud computing infrastructure,
serverless architectures, and real-time, powerful data analytics. These partnerships have driven technological
advances in the field of cloud computing to promote the use of complicated analytic tools at the national level
against cyber threats. The United States has thus created an environment in which innovation thrives at the
intersection of research, commercialization, and national strategic interest through the full utilization of
academia, industry and government.

8.1. The Role of Public-Private Partnerships in Cloud Innovation

Public-private partnerships provide such a bridge between policy and practice to put federal priorities
into operational technologies. They ensure federal agencies receive cutting-edge commercial solutions while
affording private sector entities the opportunity to scale up and test those innovations in real-world
applications.

For example:

e The Joint Authorization Board of FedRAMP works with leading cloud service providers, which include
AWS, Microsoft, and Google, to create secure cloud environments for federal agencies (GSA, 2023).

e The Joint Warfighting Cloud Capability (JWCC), which is a collaboration between Oracle, Amazon, and
Microsoft led by the Department of Defense, is designed to allow real-time sharing of data across
defense operations (DoD, 2023).

e The cooperation around IBM and NVIDIA will leverage Al-enabled, cloud-combined supercomputing
resources along with DOE for climate and energy research (DOE, 2022).

Such alliances highlight a win-win innovation with government funding and regulation and industry
providing its technology, scale, and complementary agility.

8.2. Academic and Research Institutions as Catalysts

In the U.S. innovation ecosystem, universities and federally funded research institutions are crucial in
maturing foundational cloud technologies and training the future workforce. Notably, programs such as:

e NSF’s Cloud-Bank initiative allows access to commercial cloud services for academic researchers
(NSF, 2021).

e The National Al Research Institutes focus on areas such as real-time analytics, edge computing, and
serverless architecture specifically ~ for  autonomous systems (OSTP, 2023).
Academic institutions have become prominent partners in exploring the limits of cloud innovation.

Other than this, these technology transfer offices and university incubators engage in the
commercialization of academic discoveries, usually in tandem with venture firms and federal seed funding
initiatives such as the SBIR/STTR programs. Such early collaborative tie-ups mature into larger technology
companies and, hence, cyclical reinforcement of the innovation processes.
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8.3. Private Sector Leadership in Open Innovation

Several technology firms in the U.S. are engaging in open innovation by funding the shared knowledge,
open-source framework, and collaborative R&D. Such firms include:

e Google, for instance, has open-sourced software like TensorFlow and Kubernetes.
e Amazon Web Services lets anybody use its open Lambda runtime API and serverless framework.

These companies are investing in the advancement of the whole ecosystem for cloud computing and
serverless technology (Gartner, 2024). They also co-develop security standards with the government and other
companies, for instance, the Open Cybersecurity Schema Framework (OCSF). Benefits of this cooperative
model include facilitating technical interoperability and promoting trust and resiliency across critical
infrastructure sectors.

8.4. Innovation Ecosystems and Regional Technology Hubs

Innovation is more and more distributed geographically, and there are regional tech hubs that have
emerged with federal and state funding. Some of these initiatives are:

e EDA’s Build Back Better Regional Challenge, which funds regional innovation ecosystems:
e National Science Foundation’s Regional Innovation Engines program, which generally looks at cloud-
enabled industries such as agriculture, logistics, and health (NSF, 2023).

This program helps democratize access to cloud technologies and supports the establishment of new
startups outside traditional tech hubs, such as Silicon Valley. These regional tech hubs facilitate cross-sector
collaboration, which can develop the workforce for new areas of practice, such as serverless computing, and
breathe life into local economies.

8.5. Benefits and Strategic Impacts of Collaboration

Timed distribution of these advantages enables the government and private sector to ameliorate
innovation cycles. The infrastructure itself may be scalable for Al, ML, and streaming analytics. Such joint
frameworks and compliance protocols are the basis of security-enhanced deployments. Talent development
pipelines will guarantee a workforce of the future that is skilled in real-time data operations. With these
dynamics, the U.S. stands poised not just as the world leader in technology but also as a model for collaborative
governance in the age of digital transformation. Public and private collaboration nurtured innovation
ecosystems that were fundamental to the U.S. Cloud leadership is done through these partnerships and
investments in research and regional innovation to allow the United States to continue to shape the future of
real-time data analytics, cloud security, and serverless architecture. The continued fostering of such would
require flexible policy frameworks, sustainable funding mechanisms, and a vision of shared technological
sovereignty and resilience.

9.0. Challenges and Risks in Cloud-Serverless Integration for Real-Time Analytics

Itis rightly pointed out that cloud backbone and serverless architecture have redefined real-time data
analytics but have brought a host of technical, operational, security, and compliance risks along with them.
Certainly, these challenges can restrict scalability and performance, expose sensitive data, and undermine the
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organization's ability to achieve legitimate objectives; scale into the huge outlay of what government agencies
and industries build by means of an emerging cloud-native and serverless paradigm; and deserve sharpening
awareness and risk understanding to mitigate vulnerabilities and claim continued innovation.

9.1. Performance Variability and Cold Start Latency

Cold start latency is one of the most dangerous technical issues in serverless computing. This refers
to the hindrance that an idle function experiences when it is invoked for the first time. For latency-sensitive
real-time analytics applications such as cybersecurity monitoring, loT telemetry and financial trading, even
millisecond delays can result in degraded system performance or missed critical events (Baldini et al., 2017).
Furthermore, due to the automatic provisioning of serverless platforms based on demand, performance tends
to fluctuate depending on the workload's increased concurrency level. They would have made it more difficult
for real-time data processing than with dedicated infrastructures or managed services.

9. 2. Limited Observability and Debugging Complexity

Serverless systems abstract the work of infrastructure management and eventually limit any insight
into application behavior. Real-Time Analytics has workflows that generally involve multiple serverless
functions, event triggers and data streams. Therefore, debugging is quite challenging due to the lack of effective
tools, especially given the ephemeral and distributed nature of serverless functions (Eismann et al., 2020).
Moreover, the limitation of logging, tracing and monitoring is a major hindrance for tuning performance and
detecting anomalies, both vital for critical applications such as national security and emergency response
analytics.

9. 3. Data Governance and Compliance Risks

There are diverse challenges in the governance of data. For instance, sharing processing power across
different locations can clash with laws about data ownership and rules like FISMA, HIPAA, FedRAMP, and GDPR
(ENISA, 2021). For federal agencies and critical infrastructure providers, making real-time analytics pipelines
comply with these standards while maintaining their scalability and speed is still an outstanding challenge.

Risks include:

e Dataresidency breaches, with unclear serverless deployments.
e Poor audit trails for compliance audits.
e Unplanned data exposure among functions or tenants under multi-tenancy environments.

9. 4. Vendor Lock-In and Lack of Portability

The immediacy afforded by serverless platforms is tempered by their strong embedding in their
vendor's ecosystem, API, and proprietary services; hence, great commitment may become involved in vendor
lock-in and therefore costly and ultimately torturous in the sense of either migrating workloads or employing
a multi-cloud strategy (Lin & Tammineedi, 2021). These levels of trust, along with a few options for moving
services, raise important risks, especially for government or defense needs, which require assurances that
vendors won't be affected by political issues or service interruptions.

322


http://www.ijsate.com/

International Journal of Science, Architecture, Technology, and Environment Volume 02, Issue 07, July 2025
ISSN 3048-8222 (Online) | www.ijsate.com [ editor@ijsate.com

9. 5. Security Vulnerabilities in Serverless Environments

Serverless computing reduces some attack vectors (no need to patch OS, for example), but at the same
time, it can introduce new security risks that include third-party libraries/packages being attacked within
functions; function event data injection (for instance, injection of harmful inputs into S3-triggered Lambda
functions); allowing IAM roles/functions that are overly permissive; and setting a function timeout too high,
which could then lead to a denial-of-service attack or resource exhaustion (Kumar et al., 2022). Traditional
cloud security tools often do not have enough granularity for protecting short-lived, event-driven functions.

9. 6. Cost Predictability and Hidden Expenses

The serverless paradigm generally is seen as being cost-effective due to its pay-as-you-go model, but
when brought into high-frequency real-time analytics, cost predictability becomes complicated. Spikes in event
triggers or data ingestion rates can easily lead to direly unexpected bills, especially when evoking language for
external services like APl Gateways data streams, and logging (Hellerstein et al, 2019). Therefore,
organizations must put in place thorough cost-governance models and monitoring systems to prevent crossing
the set budget.

9. 7. Integration Complexity with Legacy Systems

The impermissibility of cloud-native networking introduces a hefty dilemma for most public organs
as well as private organizations. Most of these organizations function on old legacy systems that do not have
any form of cloud-native or event-driven integration. Connections to these age-old legacy systems will lead to
what would largely entail custom middleware, refactoring, or approach modernization, mostly complicated,
suspending the innovation timelines, and creating additional operational silos. Bigger risks could lie against
the benefits attributed to using a real-time analytics system based on cloud infrastructure and serverless
architecture. This should strategically address situations and circumstances that involve unpredictable
performance, security vulnerability issues, compliance roadblocks, and vendor lock-in. The public sector
should adopt multi-layered governance frameworks, cloud-agnostic tooling, and secure-by-design principles.
These will turn the promise of serverless analytics into a reality and mitigate the dangers it possesses.

10.0. Strategic Recommendations and Future Outlook

Forward-looking approaches that would take care of key technical, regulatory, economic, and
geopolitical considerations will be necessary to secure and grow the U.S. leadership in cloud-enabled
infrastructure, serverless architecture, and real-time data analytics. These strategic recommendations,
intended to assure national competitiveness, innovation resilience, and global cloud influence, as well as the
likely evolution of such technologies over the next decade, will be presented in this last section.

10. 1. Developing a National Cloud and Serverless Strategy

A national framework for cloud and serverless strategies must be established by the United States,
linking the nation's economic competitiveness, cybersecurity, workforce development, and modernization of
digital infrastructure. This national strategy in general should:

e Advocate for national infrastructure to use sovereign and hybrid cloud models.
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e Encourage activities that invest in an open serverless framework to alleviate vendor lock-in (Lin &
Tammineedi, 2021).

Generate federal baselines and performance metrics that measure real-time analytics for mission-
critical operations. If incorporated into national technology roadmaps (e.g., Al, 5G, cybersecurity), then cloud-
native goals can keep the US ahead of adversaries and competitors.

10.2. Enhance Multi-Cloud and Cloud-Agnostic Capabilities

The United States government agencies and businesses will turn their focus from strategic to more
secure multi-cloud deployments and interoperability standards to meet geopolitical and operational risks. The
following areas will receive priority:

e Advocate for open APIs and cross-cloud orchestration tools.

e Support cloud federation initiatives, as outlined in NIST and CISA (NIST, 2023).

e (Cloud providers should adopt modular and portable architecture, such as Kubernetes-based
serverless solutions.

These efforts will increase system resilience and provide strategic flexibility in dynamic threat environments.
10. 3. Invest in Cybersecurity and Zero Trust Architectures

The cloud-native/serverless paradigm shifts all require a robust Zero Trust Architecture (ZTA)
framework that is really built for a distributed environment. Here is what policymakers should do:

e Expand the zero-trust policy for the federal government to serverless and event-driven systems
(OMB, 2022).

. Fund security research for runtime isolation, function-level access control, and event-based threat
modeling.

o Integrate real-time security telemetry into national defense networks.

Enhancing real-time analytics pipelines is crucial for safeguarding critical infrastructure assets and ensuring
national security.

10.4. Build a Future-Ready Workforce

Technological leadership depends on a talented, adaptable workforce that can both develop and maintain
cloud-native applications. The U.S. should:

e Increase funding for training programs in cloud computing, DevOps, and data engineering offered
through NSF and DOL.

e Encourage partnerships among academia, industry, and government to create workforce pipelines
(NSF, 2023).

e  Launch scholarships and credentialing initiatives focused on serverless computing, data streaming,
and Al on the edge. A diverse, empowered talent base is an asset for our nation in the global technology
race.
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10. 5. Foster Public-Private Investment in Regional Tech Hubs

Other governments, both at the federal and state level, must continue to keep the regional clouds and data
innovation hubs going for innovative decentralization and bridging access to emerging technologies with:

e Funding from EDA and NSF for localized cloud infrastructures and startup accelerators.
e And support the creation of specialized technical clusters in all the sectors relying on real-time
analytics, such as defense, energy, health, and agriculture, as exemplified (White House, 2022).

This approach equalizes innovation, reduces the gap between urban and rural residents, and enhances
national resilience.

10.6. Lead in Global Standards and Diplomacy

These are general measures that will allow the U.S. to take international initiative in developing standards on
serverless cloud interoperability and real-time analytics:

e Engage in ISO, ITU, and OECD cloud governance bodies.

e Assertdemocratic data governance models and reject authoritarian surveillance clouds (OECD, 2022).

e  Support trusted cross-border data flows through bilateral cloud cooperation agreements. Global
cloud diplomacy will consolidate the U.S. position on the digital rules of engagement.

10.7. Outlook

The expression beyond cloud and serverless encompasses Al, quantum, and edge technologies to construct
intelligent real-time systems. The trends are:

e Function-as-a-Service (FaaS) Al natives with autonomous data workflows.

e Real-time analytics at the edge for low-latency decision-making in defense, disaster response, and
smart cities:

e  Policy-driven infrastructure orchestration that automatically embeds compliance and security into
cloud deployment. Cloud-native infrastructure will become a default mode of digital operation by
2035 and the nations that shape, secure, and scale it will define the contours of global power and
prosperity.

11. Conclusion

The United States aims to take leadership in cloud-based infrastructure and serverless architecture
for real-time data analytics; for this reason, in our view, it can be considered primarily not a technological
prospect but rather an underpinning of 21st-century national strategy. These technologies disrupt the way
public institutions, private businesses, and critical infrastructure systems buy, respond to, and establish
capabilities against vulnerabilities in an ever-volatile global environment. Data has become a valuable
resource, with real-time insight serving as its refined product. The ability to process analytical action
information within milliseconds efficiently therefore becomes an indicator of national strategy within the
context.

The researcher discussed in this article how the cloud computing landscape in the U.S. has set the

stage for a new era of digital transformation. The shift from large, traditional systems that are kept on-site to
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flexible, cloud-based systems has helped both the government and businesses break free from old limitations
and adopt new ideas that prioritize speed, reliability, and cost savings. In a similarly intriguing way, serverless
architecture makes it easier for everyone to access powerful computing resources by separating application
development and maintenance from the underlying infrastructure, which also reduces operational costs. In
national security, healthcare, transportation, finance, and disaster response, real-time analytics have become
crucial. Being able to analyze data as it flows is less a luxury and more a necessity, from predicting cyber
intrusions and monitoring global supply chains to optimizing responses to pandemics and tracking
environmental crises. The confluence of cloud-serverless analytics has introduced its own complexities and
risks.

To guide architecture decisions toward performance unpredictability, data sovereignty, regulatory
compliance with government mandates, and vendor lock-in should be addressed through robust governance
architecture and future-proof policies. Above all, security is an issue, particularly in securing and monitoring
distributed and event-driven environments using traditional means. So, moving towards these new
approaches should be done by following the Zero Trust framework, which includes flexible policy enforcement
and real-time threat detection built into the design of cloud-native systems. To enhance and protect the U.S.
leadership status, actions must be taken across five key vectors: policy, technology, workforce, innovation
ecosystems, and diplomacy. National strategies must be revised to encapsulate decentralized computing and
Al-driven analytics. Investment must be heightened for open standards, cloud portability, and cybersecurity.
Educational institutions must be empowered to produce the next generation of cloud-native architects, data
engineers, and policy analysts. At the same time, the federal and state governments must maximize
opportunities to collaborate with the private sector in developing scalable means of secure, fair, and high-
performing infrastructure.

Thus, it will be incumbent upon the United States not just to develop technology but also to set forth
ethical and operational standards for global cloud governance and to proceed with that governance. In doing
so, the U.S. would assist in forging international agreements on data privacy, digital trade, and responsible Al
deployment. In this way, the U.S. can carry democratic values forward during this digital age that also creates
a set of standards for others to adhere to. In short, cloud infrastructure, serverless architecture, and real-time
data analytics are more than simply a set of technologies; they represent the strategic backbone of innovation,
defense, and governance models of the future. By preparing for challenges and opportunities, the United States
can establish itself as a global leader in this digital economy and, at the same time, define a future for trusted,
intelligent, and sovereign digital infrastructure.

326


http://www.ijsate.com/

International Journal of Science, Architecture, Technology, and Environment Volume 02, Issue 07, July 2025
ISSN 3048-8222 (Online) | www.ijsate.com [ editor@ijsate.com

Declaration of Conflicting Interests

The authors declare no potential conflicts of interest with respect to the research, authorship and publication
of this article.

Funding

The author received no financial support for the research, authorship and publication of this article.

References

AWS. (2014). Introducing AWS Lambda. Amazon Web Services. https://aws.amazon.com/blogs/aws/introducing-aws-
lambda/

Baldini, I, Castro, P., Chang, K., & Cheng, P. (2017). Serverless computing: Current trends and open problems. In
Research Advances in Cloud Computing (pp. 1-20). Springer.

Baldini, [, Castro, P., Chang, K,, Cheng, P., Fink, S., Ishakian, V., ... & Trivedi, P. (2017). Serverless computing: Current
trends and open problems. arXiv preprint arXiv:1706.03178. https://arxiv.org/abs/1706.03178

Baldini, I, Castro, P., Chang, K., Cheng, P., Fink, S., Ishakian, V., ... & Trivedi, P. (2017). Serverless computing: Current
trends and open problems. arXiv preprint arXiv:1706.03178. https://arxiv.org/abs/1706.03178

Barr, ]. (2006). Amazon Web Services Launches. AWS News Blog. https://aws.amazon.com/blogs/aws/aws-launch/

BLS. (2023). Occupational Outlook Handbook: Computer and Information Technology Occupations. U.S. Bureau of Labor
Statistics. https://www.bls.gov/ooh

CDC. (2021). COVID Data Tracker. Centers for Disease Control and Prevention. https://covid.cdc.gov/covid-data-
tracker/

Chen, M, Mao, S, & Liu, Y. (2012). Big Data: A Survey. Mobile Networks and Applications, 19(2), 171-209.
https://doi.org/10.1007/s11036-013-0489-0

CISA. (2021). SolarWinds Cyberattack Summary and Mitigation Strategies. Cybersecurity and Infrastructure Security
Agency. https://www.cisa.gov

CISA. (2023). Zero Trust Maturity Model v2.0. Cybersecurity and Infrastructure Security Agency.
https://www.cisa.gov/resources-tools/resources/zero-trust-maturity-model

DARPA. (2022). Architectures for Autonomy. U.S. Defense Advanced Research Projects Agency.
https://www.darpa.mil/program/architectures-for-autonomy

DARPA. (2022). Joint All-Domain Command and Control (JADC2). Defense Advanced Research Projects Agency.
https://www.darpa.mil/program/jadc2

DoD. (2020). DoD Cloud Strategy. U.S. Department of Defense. https://www.defense.gov/publications/

DoD. (2022). Cybersecurity Maturity Model Certification (CMMC) 2.0 Overview. U.S. Department of Defense.
https://www.acq.osd.mil/cmmc/

DoD. (2023). Department of  Defense Data Strategy. u.s. Department of Defense.
https://www.defense.gov/Newsroom/Publications/

Eismann, S., Scheuner, |, & Leitner, P. (2020). Serverless applications: Why, when, and how? IEEE Software, 37(6), 52-
59. https://doi.org/10.1109/MS.2020.2995094

ENISA. (2021). Cloud Security for Serverless Computing. European Union Agency for Cybersecurity.
https://www.enisa.europa.eu

ENISA. (2023). Cloud Security for EU Governments: Sovereignty and Compliance. European Union Agency for

327


http://www.ijsate.com/

International Journal of Science, Architecture, Technology, and Environment Volume 02, Issue 07, July 2025
ISSN 3048-8222 (Online) | www.ijsate.com [ editor@ijsate.com

Cybersecurity. https://www.enisa.europa.eu/publications
European Commission. (2021). Europe’s Digital Decade: GAIA-X and Sovereign Cloud. https://ec.europa.eu

Federal CIO. (2011). Federal Cloud Computing Strategy. Office of Management and Budget.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-
strategy.pdf

FedRAMP. (2023). About FedRAMP. Federal Risk and Authorization Management Program.
https://www.fedramp.gov/about/

Gannon, D., Barga, R, & Sundararajan, ]J. (2017). Cloud-Native Computing: Software Development for Cloud
Infrastructure. IEEE Internet Computing, 21(5), 62-67. https://doi.org/10.1109/MIC.2017.3471219

Gao, G. (2021). China’s Cloud Strategy and Geopolitical Competition. Carnegie Endowment for International Peace.
https://carnegieendowment.org

GAO. (2020). Federal Agencies Need to Strengthen Cloud Computing Contracts. U.S. Government Accountability Office.
https://www.gao.gov/products/gao-20-126

Gartner. (2024). Hype Cycle for Data Management. Gartner Research. https://www.gartner.com/en/documents
Gartner. (2024). Market Guide for Serverless Computing. Gartner Research.

Gartner. (2024). Top 10 Strategic =~ Technology @~ Trends  for 2024. Gartner Research.
https://www.gartner.com/en/documents

GSA. (2023). FedRAMP Authorization Program Guidelines. U.S. General Services Administration.
https://www.fedramp.gov

GSA. (2023). FedRAMP Program Overview. U.S. General Services Administration. https://www.fedramp.gov

Hashem, I. A. T., Yaqoob, I, Anuar, N. B, Mokhtar, S., Gani, A., & Khan, S. U. (2015). The rise of “big data” on cloud

computing: Review and open research issues. Information Systems, 47, 98-115.
https://doi.org/10.1016/.is.2014.07.006

Hellerstein, ]J. M., Gonzalez, ]. E., & Parikh, R. (2019). Serverless computing: One step forward, two steps back. arXiv
preprint arXiv:1902.03383.

Herr, T., & Rosenzweig, P. (2019). Cybersecurity and the Intelligence Value of the Cloud. Center for a New American
Security.

IDC. (2023). Sovereign Clouds: Defining the Future of National Digital Infrastructure. IDC Government Insights Report.

Jagadish, H. V., Lakshmanan, L. V. S, Srivastava, D., & Thompson, K. (2014). Managing and mining massive data: A brief
overview. Communications of the ACM, 57(7), 86-94. https://doi.org/10.1145/2622622

Keller, R., & Tichy, W. F. (2019). Function-as-a-Service for Scientific Computing. ACM Computing Surveys, 52(5), 1-27.

Kharpal, A. (2020). China’s Digital Silk Road: Expanding Global Tech Influence. CNBC. https://www.cnbc.com

Kreps, J. (2014). Questioning the Lambda Architecture. O’Reilly Radar.
https://radar.oreilly.com/2014/07 /questioning-the-lambda-architecture.html

Kumar, S., Gupta, P., & Dahiya, M. (2022). Security challenges and solutions in serverless computing environments.
Journal of Cloud Computing, 11(1), 1-15. https://doi.org/10.1186/s13677-022-00314-5

Lin, W,, & Tammineedi, A. (2021). Avoiding vendor lock-in with open source serverless platforms. IEEE Cloud
Computing, 8(2), 26-34. https://doi.org/10.1109/MCC.2021.3056215

Lin, W,, & Tammineedi, A. (2021). Avoiding vendor lock-in with open source serverless platforms. IEEE Cloud
Computing, 8(2), 26-34. https://doi.org/10.1109/MCC.2021.3056215

Liu, F, Tong, ], Mao, ], Bohn, R. B, Messina, ]J., Badger, L., & Leaf, D. (2011). NIST Cloud Computing Reference
Architecture  (Special Publication 500-292). National Institute of Standards and Technology.
https://doi.org/10.6028 /NIST.SP.500-292

Liu, H. (2023). China’s Digital Silk Road and Global Cloud Competition. Journal of International Technology Policy,
12(3),201-219.
328


http://www.ijsate.com/

International Journal of Science, Architecture, Technology, and Environment Volume 02, Issue 07, July 2025
ISSN 3048-8222 (Online) | www.ijsate.com [ editor@ijsate.com

Manyika, J., Chui, M., Brown, B., Bughin, J., Dobbs, R., Roxburgh, C., & Hung Byers, A. (2015). Big data: The next frontier
for innovation, competition, and productivity. McKinsey Global Institute.

McGrath, G., & Brenner, P. (2017). Serverless Computing: Design, Implementation, and Performance. 2017 IEEE 37th
International Conference on Distributed Computing Systems Workshops (ICDCSW), 405-410.
https://doi.org/10.1109/ICDCSW.2017.19

McKinsey & Company. (2022). Cloud’s trillion-dollar prize is up for grabs. https://www.mckinsey.com

Mell, P,, & Grance, T. (2011). The NIST Definition of Cloud Computing. National Institute of Standards and Technology.
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

Mell, P., & Grance, T. (2011). The NIST Definition of Cloud Computing (Special Publication 800-145). National Institute
of Standards and Technology. https://doi.org/10.6028/NIST.SP.800-145

Miller, R. (2021). CIA, NSA Expand Cloud Services to Meet Security Mission Needs. TechCrunch. https://techcrunch.com

National Institute of Standards and Technology (NIST). (2023). Cloud Computing Program Overview.
https://www.nist.gov/programs-projects/cloud-computing

National Science Foundation (NSF). (2023). Workforce Development for Cloud and Data Science. https://beta.nsf.gov/

NIST. (2020). Cloud Computing Standards Roadmap. National Institute of Standards and Technology.
https://www.nist.gov/programs-projects/cloud-computing

NIST. (2020). Special Publication 800-207: Zero Trust Architecture. National Institute of Standards and Technology.
https://www.nist.gov

NSCAL (2021). Final Report. National Security Commission on Artificial Intelligence. https://www.nscai.gov/2021-
final-report/

NSF. (2023). Annual Report: Advancing Innovation in Data and Cloud Infrastructure. National Science Foundation.

https://www.nsf.gov

Olorunlana, T.J (2024). Securing Healthcare Data in the Cloud under HIPAA and NIST Frameworks. Available from:
https://www.researchgate.net/publication/393609684_Securing_Healthcare_Data_in_the_Cloud_under_HIPAA_an
d_NIST_Frameworks

Olorunlana, T.J. (2024). Autonomous Cloud Security Orchestration for Critical Infrastructure Resilience: A Zero Trust-
Based Federated Model. Available from:
https://www.researchgate.net/publication/393609496_Autonomous_Cloud_Security_Orchestration_for_Critical_I
nfrastructure_Resilience_A_Zero_Trust-Based_Federated_Model

OECD. (2022). Cloud computing and data governance: Policy challenges. https://www.oecd.org/sti/cloud-
computing.htm

Office of Management and Budget (OMB). (2022). Federal Zero Trust Strategy. https://www.whitehouse.gov/wp-
content/uploads/2022/01/M-22-09.pdf

OMB. (2019). Federal Cloud Computing Strategy: Cloud Smart. Office of Management and Budget.
https://cloud.cio.gov/strategy/

OMB. (2020). Federal Data Strategy 2020 Action Plan. Office of Management and Budget.
https://strategy.data.gov/action-plan/

OSTP. (2023). Blueprint for the National Al Research Resource (NAIRR). White House Office of Science and Technology
Policy. https://www.whitehouse.gov/ostp/

OWASP. (2023). Serverless Top 10 Security Risks. Open Web Application Security Project. https://owasp.org/www-
project-serverless-top-10/

Pettey, C., & Cearley, D. (2023). Top Strategic Technology Trends for 2024. Gartner Research.

Reinsel, D., Gantz, ]., & Rydning, J. (2018). Data Age 2025: The Digitization of the World. IDC White Paper.

Satyanarayanan, M. (2017). The Emergence of Edge Computing. Computer, 50(1), 30-39.
https://doi.org/10.1109/MC.2017.9

329


http://www.ijsate.com/

International Journal of Science, Architecture, Technology, and Environment Volume 02, Issue 07, July 2025
ISSN 3048-8222 (Online) | www.ijsate.com [ editor@ijsate.com

Shi, W,, Cao, ]., Zhang, Q., Li, Y., & Xu, L. (2016). Edge computing: Vision and challenges. IEEE Internet of Things Journal,
3(5), 637-646. https://doi.org/10.1109/JI0T.2016.2579198

Statista. (2024). Global Cloud Market Share by Provider. https://www.statista.com
Synergy Research Group. (2023). Q4 2023 Global Cloud Market Share Update. https://www.srgresearch.com/articles
The White House. (2022). American Innovation and Competition Strategy Report. https://www.whitehouse.gov

U.S. Department of Defense (DoD). (2022). Joint Warfighting Cloud Capability (JWCC) Contract Award.
https://www.defense.gov/News/Contracts/Contract/Article/3242465/

U.S. Department of Defense. (2022). JwcCC Contract Announcement and Objectives.
https://www.defense.gov/Newsroom/Releases/

Villamizar, M., Garcés, 0., Castro, H., Verano, M., Salamanca, L., Casallas, R., & Gil, S. (2017). Evaluating the monolithic
and the microservice architecture pattern to deploy web applications in the cloud. Computing, 100(2), 1-15.

White House. (2021). Executive Order 14028: Improving the Nation’s Cybersecurity. https://www.whitehouse.gov
White House. (2021). Executive Order 14028: Improving the Nation’s Cybersecurity. https://www.whitehouse.gov
White House. (2022). CHIPS and Science Act Overview. https://www.whitehouse.gov
White House. (2022). CHIPS and Science Act Summary. https://www.whitehouse.gov

330


http://www.ijsate.com/

